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CYBERSECURITY REQUIREMENTS AND BEST PRACTICES

DESKTOP/LAPTOP REQUIREMENTS

«  Operating system currently supported by provider
« Antivirus installed (one of the following or equivalent)

Windows users:
- Windows Defender (built into Windows 10)
«  Norton 360

«  Webroot

- TotalAV

«  McAfee

«  Trend Micro

- VIPRE

«  Cylance

« BullGuard
Mac users:

« macOS XProtect (built into macOS 13)

« Airo

+  MacKeeper

+ Intego

- TotalAV

«  Antivirus software up to date
«  Anti-malware installed (one of the following or equivalent)

+  Windows Defender (built into Windows 10)
+ Intego

«  Malwarebytes

« McAfee Total Protection

«  Norton 360 with LifeLock Select

- Bitdefender Total Security or Antivirus Plus
« ESET Endpoint Security

+ Netsparker Security Scanner

+ Check Point ZoneAlarm Anti-Ransomware
+ Syxsense Secure

+  Webroot SecureAnywhere Endpoint Protection

Compliance


https://www.microsoft.com/en-us/windows/comprehensive-security
https://us.norton.com/360
https://www.webroot.com/us/en/home/sem/brand?rc=5340&sc=701F0000000etVr&gclid=EAIaIQobChMIzZO555Xh5wIVhobACh1kxwbXEAAYASAAEgII-PD_BwE
https://www.totalav.com/en/free-antivirus
https://www.mcafee.com/consumer/en-us_multi/spromos/sem/m1485/mtp_521_cl.html?tm_local_lp_ab_test_variant=direct_storelike_google_desktop_control&s_tnt=91299%3A0%3A0&adobe_mc_sdid=SDID%3D707510DEC25E82EF-2014BFD040D7F63B%7CMCORGID%3DA729776A5245B1590A490D44%40AdobeOrg%7CTS%3D1582237581&adobe_mc_ref=https%3A%2F%2Fwww.google.com%2F&cid=238375&utm_source=google&utm_medium=paidsearch&utm_campaign=en-us%3ASearch%3ABrand&utm_content=en-us%3ASearch%3ABrand&utm_term=mcafee&gclid=EAIaIQobChMIjJLYpJbh5wIVEfDACh08RggdEAAYASAAEgIq8vD_BwE
https://shop.trendmicro.com/Official-Site/?utm_locale=US&keywordid=26-381624991846&k_userid=f3f88ded-0b71-4b69-b87e-b9340aca18f8&gclid=EAIaIQobChMIh5-yupbh5wIVRb7ACh0jfA5CEAAYASAAEgIq5fD_BwE
https://www.vipre.com/
https://shop.cylance.com/us?utm_medium=referral&utm_source=cylance.com
https://www.bullguard.com/landing-pages/ppc/brand?&utm_medium=cpc&utm_source=google&utm_content=AG_GENERIC&utm_campaign=US_BRAND&utm_term=bullguard&gclid=EAIaIQobChMIpvu2t5fh5wIVex-tBh2p5QMQEAAYASAAEgL6cfD_BwE
https://www.airoav.com/
https://mackeeper.com/landings/87.5/?affid=10310480-5431-11ea-9810-4a1a3ba2ec00-mzb&c6=download-popup&epayId=29&gclid=EAIaIQobChMI1-WX-5fh5wIVth6tBh3RkwpOEAAYASAAEgKDVfD_BwE&guid=10646cb2-5431-11ea-abc5-0242ac110003&landId=3121&reqid=Self=1-5e4f094d-b064a6b456d1d5e93a6bb6b3;Root=1-5e4f094d-9c4a4096aa38e93421fd3884&tid_ext=mackeeper;e;275533947273;54783217579&trt=29_4739113&userDefiner=mzb_4058&utm_campaign=us_mackeeper&utm_content=&utm_medium=&utm_source=&utm_term=
https://antivirus.intego.com/en/mpbx9-promotion?coupon=1Y19X2&campaign=1682597480&adgroup=65526261276&keyword=intego&placement=&matchtype=e&network=GGInt&media_source=google_adwords&gclid=EAIaIQobChMIyNeGlZjh5wIVkuNkCh1yeQ_1EAAYASAAEgKK2_D_BwE
https://www.totalav.com/en/free-antivirus
https://www.microsoft.com/en-us/windows/comprehensive-security
https://antivirus.intego.com/en/mpbx9-promotion?coupon=1Y19X2&campaign=1682597480&adgroup=65526261276&keyword=intego&placement=&matchtype=e&network=GGInt&media_source=google_adwords&gclid=EAIaIQobChMIyNeGlZjh5wIVkuNkCh1yeQ_1EAAYASAAEgKK2_D_BwE
https://www.malwarebytes.com/lp/sem/en/?gclid=EAIaIQobChMIuuqfppnh5wIVj8VkCh2Q0ATyEAAYASAAEgKiV_D_BwE
https://www.mcafee.com/consumer/en-us_multi/spromos/sem/m1485/mtp_521_cl.html?tm_local_lp_ab_test_variant=direct_storelike_google_desktop_control&s_tnt=91299%3A0%3A0&adobe_mc_sdid=SDID%3D156074FE2BEDB28D-6E90B5BAA2853B09%7CMCORGID%3DA729776A5245B1590A490D44%40AdobeOrg%7CTS%3D1582238458&adobe_mc_ref=https%3A%2F%2Fwww.google.com%2F&cid=238375&utm_source=google&utm_medium=paidsearch&utm_campaign=en-us%3ASearch%3ABrand&utm_content=en-us%3ASearch%3ABrand&utm_term=mcafee%2520total%2520protection&gclid=EAIaIQobChMIiqHawJnh5wIVDtvACh0pSgI7EAAYAiAAEgK7uPD_BwE
https://buy-static.norton.com/norton/ps/bb/ushard/360/us_en_nort_branded-gen.html?om_sem_cid=hho_sem_sy:us:ggl:en:e:br:kw0000000559:402249042454:c:google:176037316:1908920836:aud-298325337096:kwd-2124774491&nortoncountry=US&pgrid=1908920836&ptaid=aud-298325337096:kwd-2124774491&gclid=EAIaIQobChMInPOW2pnh5wIVhZOzCh1YTA55EAAYASABEgKzWPD_BwE&gclsrc=aw.ds
https://www.bitdefender.com/media/html/consumer/new/2020/cl-offer-opt/?pid=50off&&s_kwcid=AL!6076!3!367905404817!e!!g!!bitdefender%20total%20security&cid=ppc%7cc%7cGoogle%7c50Off&gclid=EAIaIQobChMIkMOj9Jnh5wIVBtlkCh03UAzSEAAYASAAEgLthvD_BwE
https://business.eset.com/endpoint-security/?utm_source=google&utm_medium=cpc&utm_campaign=us_b2b_search_b_trademark-eset_a_gen_exact&adgroupname=endpoint+security&keyword=eset%20endpoint%20security&matchtype=e&creative=230517408120&network=g&networkcategory=%5bsearch%5d&device=c&ds_rl=1267153&ds_rl=1268693&ds_rl=1267153&gclid=EAIaIQobChMIs_vhj5rh5wIVWx-tBh30YAKbEAAYAyAAEgJwVvD_BwE&gclsrc=aw.ds
https://www.netsparker.com/
https://www.zonealarm.com/promotions/ex-security
https://www.syxsense.com/secure
https://www.webroot.com/us/en/home/sem/brand?rc=5340&sc=701F0000000etVr&gclid=EAIaIQobChMI6_a9-5vh5wIVCNNkCh3qbAEhEAAYASAAEgJafPD_BwE

«  Anti-malware software up to date

«  Screen lock set (ideally set to 15 minutes of inactivity or less)

«  All critical updates and patches for operating system are applied (ideally within seven (7) days of release)
« Disk encryption required for laptops, recommended for desktops (one of the following or equivalent)

+  Windows 10 Encryption (built into Windows 10)

«  FILEVAULT (Built into macQS)

« DiskCryptor

- Dekart Private Disk

+ Bitlocker (included with Windows 10 Pro and Enterprise)
+ Symantec Drive Encryption

« Rohos Mini Drive

MOBILE DEVICE REQUIREMENTS

«  Operating system currently supported by provider
«  Passcode, fingerprint, or Face ID enabled
«  Screen auto-lock enabled
«  Encryption enabled
« The supported versions of iOS and Android have encryption built in, but may need to be activated

PASSWORD REQUIREMENTS AND BEST PRACTICES

«  Password enabled

«  Password best practices
« Should be at least eight (8) total characters
«  Should be changed every 90 days
+ Should not use past passwords sequentially
+ Should include at least one lower case letter
« Should include at least one upper case letter

PERIMETER SECURITY REQUIREMENTS

+  Physical firewall enabled/installed (between firm systems and internet or outside systems)

+ In computing, a firewall is a network security system that monitors and controls incoming and
outgoing network traffic based on predetermined security rules. A firewall typically establishes a
barrier between a trusted internal network and untrusted external network, such as the internet.

+ Firewalls are typically categorized as either network firewalls or host-based firewalls. Network
firewalls filter traffic between two or more networks and run on network hardware. Host-based
firewalls run on host computers and control network traffic in and out of those machines.

«  Most modern routers have firewalls that can be activated and configured

« Most modern operating systems have host-based firewalls that can be activated and configured

+  We recommend using both, especially with mobile platforms such as laptops, to provide protection
for equipment away from the home network

Compliance


https://support.microsoft.com/en-us/help/4502379/windows-10-device-encryption
https://support.apple.com/en-us/HT204837
https://diskcryptor.net/wiki/Main_Page
https://www.dekart.com/products/encryption/private_disk
https://www.microsoft.com/en-us/download/details.aspx?id=7806
https://www.symantec.com/products/encryption
https://www.rohos.com/products/rohos-disk-encryption/

«  Wi-Fi Segmentation Best Practices

« A separate network should be provided for guests and clients, completely separate from the
network used for business

« If operating from a home office, keep the work network separate from the one used for personal
and family internet

+  Most modern Wi-Fi routers come equipped with a secondary, completely separate “guest” network
only requiring simple activation

+  You should not broadcast the SSID for the business network

PUBLIC WI-FI BEST PRACTICES
« Don't put anything on public Wi-Fi that you don’t want the world to have
« If you need to connect away from a trusted network, most modern smart phones can be used as a
hotspot. This is the safest way.
« If you require this frequently, it is highly recommended you contact your cellular provider and
acquire a dedicated mobile hotspot
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For questions or more information, contact the Partner Support CTC (partnersupportctc@cir2.com) at 866-866-5005 Option 1, then Option 4
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